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ABTOMATH3MPOBAaHHASl CHCTEMAa — CHCTEMa, COCTOslas U3 IMepcoHala M
KOMILJIEKCA CPEJICTB aBTOMATU3AIMH €r0 JIEATEIbHOCTH, PeaJu3yIomas HHPOPMalMOHHYIO
TEXHOJIOTHIO BBIITOJHEHHS YCTAHOBICHHBIX (DYHKIIMIA.

Be3onacHoCTh  MEPCOHAJIBHBIX  JAHHBIX —  COCTOSIHME  3alllUIEHHOCTH
MEePCOHATBHBIX JAHHBIX, XapaKTEPU3yeMoe CIOCOOHOCTHIO MOJb30BaTEICH, TEXHUUECKUX
CpeACTB W HWH(POPMAIMOHHBIX TEXHOJOTHUNA  O0ECNeuuTh KOH(PUIECHIUAIBHOCTD,
LETOCTHOCTh M JOCTYNMHOCTh MEPCOHANBHBIX JaHHBIX TMpU UX 00paboTke B
MH()OPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX.

Buomerpuyeckue nepcoHajJbHbIe JaHHbIE — CBEIECHUS, KOTOPHIE XaAPAKTEPU3YIOT
(¢u3nonoruyecKkue 0COOEHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX MOXKHO YCTaHOBUTH €rO
JUYHOCTh, BKIIOYast ¢otorpaduu, OTIEYaTKW MajbleB, o00pa3 ceTyaTKu Trjasa,
O0COOEHHOCTH CTPOEHUS TeJla U IPYTryI0 NOA00HYI0 HH(OPMALIHUIO.

BiokupoBaHne mnepcoOHAJBHBLIX [JAHHBIX — BPEMEHHOE IMpeKpaileHue coopa,
CHUCTEMAaTH3allui, HAKOIUICHHS, WCIOJb30BaHUs, PACIPOCTPAHEHUS, TMEPCOHATBHBIX
JTAHHBIX, B TOM YHCJIE UX TIEpPEeIayuH.

Bupyc (KOMIbIOTEpHBIH, NMPOrPaAMMHBINH) — UCIOJHIEMBIA MNPOrPAMMHBIN KOJ
1581071 UHTEPIPETUPYEMBIN Habop MHCTPYKIUH, 00J1a1aroIIHi CBOMCTBaMH
HECAHKIIMOHUPOBAHHOIO  pAacClIpOCTpaHEHUs H camoBocnpousBeneHus. Co3naHHbIe
OyOIMKaThl KOMIBIOTEPHOT'O BUPYCa HE BCErJa COBIAJAIOT C OPUTMHAIOM, HO COXPAHSIOT
CIIOCOOHOCTD K JIalIbHEHIIIEMY PacTIPOCTPAHEHHUIO M CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi mporpamma — nporpaMma, HpeIHa3HauYeHHas JJIs1 OCYIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyNa W (UJM) BO3JEHCTBUS Ha MEPCOHAJIbHBIC JaHHBIC WU
pecypchl HHPOPMAITMOHHOM CHCTEMBI TEPCOHATBHBIX JaHHBIX.

JocTtynm B ONEepalMOHHYIO cpeay KoMnblTepa (MHGOPMAIMOHHOM
CHCTEMbI IMEPCOHAJBHBIX JAHHBIX)— I[IOJYYCHUE BO3MOXKHOCTM 3allyCKa Ha
BBITIOJIHEHUE INTAaTHBIX KOMaHJ, (PYHKIUH, MPOUEAYp OINEpPAlMOHHON CHUCTEMBbI
(YHUUYTOXKEHUS, KOIHUPOBAHUA, IEPEMEIICHUs] M T.IN.), HCIOJHsAEMbIX (hailjioB
MPUKJIATHBIX ITPOTPAMM.

l[OCTyH K I/IH(l)OpMaIII/II/I— BO3MOHOCTH IIOJYUYCHHUA PIH(I)OpMaHI/II/I n cc
HCIIOJIb30BAaHU:.

3ammmaemas wuHdpopmauus — uHbOpMAIU, SBISAIOMIASICS MPEIMETOM
COOCTBEHHOCTH U MOJIeKAIlas 3al[UTe B COOTBETCTBUU C TPEOOBAHUSIMHU MPABOBBIX
JOKYMEHTOB ~ WJIM  TpeOOBaHUSIMU,  YCTAHABIMBAEMBIMU  COOCTBEHHHUKOM
uH(pOpMaIUY.

NudopmMaTuBHBIM CUTHAJ — DJIGKTPUUYECKHAE CUTHAJIbI, aKyCTUYECKHE,
AJIEKTPOMArHUTHBIC U Jpyrue (puznyeckue moss, mo rnapamerpaM KOTOPBIX MOXKET
OBITh packpbiTa KoH(uUIeHIMATIbHAS wuHGoOpMalus (MEpCOHANBLHBIE JTaHHBIC)
oOpabaTbeiBaeMas B MH(OPMAIIMOHHON CUCTEME MEePCOHATBHBIX JaHHBIX.

Nudpopmanuonnas cucremMa MePCOHAIBbHBIX AAHHBIX (MCIIdn) —
nH(pOpMALIMOHHAsT CHUCTEMa, MPEACTaBIAIONMIas €000l COBOKYMHOCTh IEPCOHATIBHBIX
JAHHBIX, COJEpKalluXcsi B 0a3e JaHHBIX, a TaKke HHPOPMAIMOHHBIX TEXHOJIOTUUA U
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TEXHUYCCKUX CPEJICTB, MO3BOJISIOIINX OCYIIESCTBISATH 00pabOTKY TaKUX IMEPCOHATBHBIX
JAHHBIX C HWCIOJIb30BAaHUEM CPEACTB aBTOMATH3AIlMA WM 0€3 HCIOJb30BaHUS TAKUX
CpE/CTB.

NudopmanmoHHble TEXHOJOTHM — TIPOIECCHI, METONbI TOHMCKa, cOopa,
XpaHeHus, O0OpabOTKH, TMPEAOCTABICHUS, pPACIPOCTpaHEHUss UHoOpMaMu WU
CTIIOCOOBI OCYIIECTBICHNS TAKUX MPOIIECCOB U METOIOB.

Hcnonb3oBanne  mepcoHAJTBHBIX JaHHBIX — JielicTBus  (omepauuu) ¢
MIEPCOHAIBHBIMU JaHHBIMH, COBEPIIAEMBIE ONEPATOPOM B LEJSIX MPUHATHUS PELICHUN WIH
COBEPIICHUS MHBIX JEHUCTBUH, NOPOKIAAIOINX OPUANYECKUE MOCIEACTBHUS B OTHOLIEHUH
CyOBeKTa NEPCOHATBHBIX TAHHBIX WU JPYTUX JUI] JUO0 MHBIM 00pa3oM 3aTparuBarolnx
npaBa ¥ cBOOO/Ibl CyOBEKTa MEPCOHAIBHBIX JAHHBIX WU APYTUX JIHII.

HcTounuk yrpo3sl 0Oe3omacHocTH HHMOPMALMHM — CYOBEKT JOCTYIIA,
MaTEpUANLHBIM  OOBEKT WM (PU3NYECKOE SBJICHHUE, SIBISIFOIIMECS MPUYUHON
BO3HUKHOBEHHUSI YTPO3bI 0€30MaCHOCTH WH(DOPMAITIH.

KonpuaeHIuaJIbHOCTh MEPCOHAJBHBIX JAHHBIX — 00s3aTEIbHOE  JUIS
COOJIIOJICHUSI OINEPaTOPOM WJIM HHBIM TOJYYMBIIUM JIOCTYIl K TI€PCOHAIBLHBIM
JAHHBIM JIMIIOM TpeOOBaHUE HE JOIMYCKaTh WX paclpocTpaHEeHHE Oe3 coriacus
CyOBbEKTa MEPCOHAIBHBIX JIAHHBIX WM HAJIMUWSI THOTO 3aKOHHOT'O OCHOBAHUSI.

Me:kceTeBoi IKPaH — JIOKaJIbHOE (OJTHOKOMITOHEHTHOE) WJIH
(byHKIIMOHATILHO-paCIpe/IeICHHOE IpOrpaMMHOE (mporpaMMHO-anmnapaTHOE)
CpeACTBO (KOMILIEKC), peaau3yrollee KOHTPOJIb 3a MH(opMalrei, moCcTynaroie B
WH(POPMAIMOHHYIO CHUCTEMY IIEPCOHAIBHBIX JAHHBIX M (WJM) BBIXOASAIIEH U3
UH(POPMAITMOHHON CUCTEMBI.

Hapymnrenb 0e30MacHOCTH NMEPCOHAJBHBIX JAHHBIX — (U3UYECKOE JHUIIO,
CIy4yallHO WJIM MPEIHAMEPEHHO COBEpIIAIOIIEe JACHCTBUSA, CIIEIICTBUEM KOTOPBIX
ABJISIETCS HapyllleHHe O€30MacHOCTH MEPCOHAJIBHBIX JAHHBIX MPU UX 00paboTKe
TEXHUYECKUMHU CPEJICTBAMU B MH(GOPMAIITMOHHBIX CUCTEMAX MEPCOHABHBIX JIAHHBIX.

HeaBromaTu3upoBanHasi 00pa0doTKa MEpPCOHAJBHBIX JaHHBIX — 00paboTKa
MIEPCOHANBHBIX JAHHBIX, COJEPKAIMUXCS B WH(OOPMAIIMOHHON CHCTEME TMEePCOHATBHBIX
JAHHBIX JUOO W3BICYCHHBIX M3 TAaKOW CHCTEMBI, CUYUTAETCS OCYIIECTBICHHOW 0e3
WCIIOJIb30BaHUs CPEJICTB aBTOMATH3alUK (HEABTOMAaTU3UPOBAHHOM ), €CIIA TaKUe JACHCTBUSA
C MEpPCOHANIbHBIMU JAHHBIMU, KaK HCIOJIb30BAHUE, YTOUYHEHHUE, paclpOCTpPaHEHHE,
VHUYTOKEHUE TIEPCOHANBHBIX JIAaHHBIX B  OTHOIIEHWH KAXKIOTO U3 CyOBEKTOB
MEePCOHANBHBIX IAaHHBIX, OCYLIECTBIISIIOTCS MPU HEMOCPEICTBEHHOM y4aCTHH YEIOBEKa.

HecaHKUMOHUPOBAHHBIA JA0CTYN (HECAHKIMOHUPOBAHHBIE EHCTBHUA) —
I0CTyn K WHGOpPMAIMK WM ACHCTBHSA ¢ WHQpOpMaIMel, HapyIIaloIiue IpaBuiia
pa3rpaHuyeHus JOCTYIa C UCIIOJb30BAHUEM INTATHBIX CPEJICTB, MPEAOCTABISIEMBIX
UH(POPMAITMOHHBIMUA CHCTEMaMH TIEPCOHANBHBIX JTaHHBIX.

Hocutens undopmanum — GU3MIECKOE JUIO0 WM MaTepUaIbHbI O0BEKT, B
TOM 4uciie GU3NIECKOE MoJjie, B KOTOPOM MH(OpMAIIUs HAXOAUT CBOE OTPAKEHHE B
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BHUJIE CHMBOJIOB, 00pa3oB, CHUTHAJIOB, TEXHHYECKHUX PEIICHUH W IPOIIECCOB,
KOJTMYECTBEHHBIX XapaKTEPUCTUK (PHU3UUCCKUX BEITHMUMH.

Oo0e3MunBaHue NMEPCOHAJBHBIX JAHHBIX — JEHCTBHUS, B PE3YyJbTAaTe KOTOPBIX
HEBO3MOXHO ONPEACINTh IPUHAIJIEKHOCTh IEPCOHAIBHBIX JAaHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHATBHBIX JaHHBIX.

O0paboTka TmNEepPCOHAJBHBLIX JAHHBIX — JIeWcTBUS  (omepaiuu) ¢
MePCOHANPHBIMA JaHHBIMH, BKJIOYas cOOp, CHCTEMaTH3aIiio, HAaKOIUICHHE,
XpaHEHue, YTOUYHEHUE (oOHOBIICHHE, M3MEHEHHE), HCIIOJIb30BAaHHE,

pacrpocTpaHeHue (B TOM 4HCIE TIepeaady), o0e3nuyuBaHue, OJIOKUPOBAHUE,
YHUYTOKEHHUE MTEPCOHATIBHBIX JaHHBIX.

OO0uenocTynHble MepPCOHAJbLHbIE JaHHbIE — TEPCOHAIBHBIC JaHHBIE, TOCTYII
HEOTPAaHUUYECHHOT'O Kpyra JMIl K KOTOPBIM TIPEJAOCTABJIEH C corjacus CyObeKkTa
NEePCOHANBHBIX JAHHBIX UJIU HAa KOTOPBIE B COOTBETCTBUHU C (heliepalibHBIMU 3aKOHAMH HE
pacnpocTpansieTcs TpeboBaHue coOI0IeHU KOHPUACHIIMATbHOCTH.

Omneparop (MepcoHAJBHBIX  JaHHBIX) —  ['OCYIApCTBEHHBIN opras,
MYHHUITATIAJIGHBIN OpraH, IOpUANYECKOe WM (PU3WYECKOe JIUIO, OpTraHM3yoIlee U
(M)  ocyliecTBIsAmOIIee OOpabOTKy MEPCOHAIBHBIX  JIAHHBIX, a  TaKxke
OMPEACIISIONINE LIEJIN U COJIepKaHue 00pabOTKU MEPCOHATBHBIX JIAHHBIX.

TexHuyeckue cpeacrsa HHMPOPMANMOHHON CHCTEMBbI MEPCOHAIBHBIX
JAHHBIX — cpencTBa BBIYHMCIIUTEIHLHON TEXHUKH, uH(GOpPMaIMOHHO-
BBIYHMCJIMTENIbHBIE KOMILUIEKChl U CETHU, CPEJCTBA M CHUCTEMbI NEpeAauu, rnpuemMa u
obpaborku IIJ[H (cpeacTBa ©W  CHUCTEMBI  3BYKO3AallMCH, 3BYKOYCHUJICHMS,
3BYKOBOCIIPOM3BE/ICHHUSI, MIEPErOBOPHBIE M TEJIIEBU3MOHHBIE YCTPOMCTBA, CpPElCTBA
U3TOTOBJICHUS, TUPAXKUPOBAHUS JOKYMEHTOB U JAPYrM€ TEXHUYECKHE CPEACTBa
00paboTKH peueBoi, rpaduuecKkom, BUe0- U OyKBEHHO-IIU(PPOBON HMHMOpPMAIIKH),
IporpaMMHBIE CpeICTBa (OMEpalMOHHBIE CUCTEMBI, CUCTEMBbI YIpaBlIeHUs Oa3zaMu
JAaHHBIX W T.1.), CpEACTBAa 3allUThl HMH(POPMALMH, TNPUMEHSEMbIE B
UH(OPMAILIMOHHBIX CUCTEMaX.

IlepexBar (uHpoOpMamuM)— HENPABOMEPHOE TMOJydyeHHE WHPOPMAIMH C
MCIIOJIb30BAaHUEM TEXHUYECKOTO CPENICTBA, OCYIIECTBIISIIONIETO OOHApYy>KEeHUEe, MPUeM U
00paboTKy HH(MOPMATHBHBIX CUTHAJIOB.

IlepconanbHble TaHHbIE — JTI00as UHPOPMAIIKS, OTHOCSIIASACSA K OMPEICICHHOMY
WM OTpeNieIieMOMYy Ha OCHOBaHUM TakoW mHbopmarmu pusudeckomy Juiy (CyOBeKTy
MEPCOHANFHBIX JJAHHBIX), B TOM YHUCJE ero (haMuiusi, UMs, OTYECTBO, TOM, MECHI], Jara U
MECTO PpOXIEHUSA, aJpec, CEeMeilHoe, COIMalbHOEe, WMYLIECTBEHHOE IOJIOKEHHUE,
oOpazoBanue, mpodeccusi, TOX0bl, Apyras HHPOPMAIIHSL.

[Hoab30BaTes b UHPOPMALMOHHOM CHCTEMbI NMEPCOHAJIBHBIX JAHHBIX — JULO,
y4acTByrollee B QyHKIIMOHUPOBAHUM UH(OPMALIMOHHON CUCTEMBbI IEPCOHAIBHBIX TAHHBIX
WJIU UCTIONB3YIOIEE Pe3yJIbTaThl €€ PYHKIIMOHUPOBAHHSL.

IIpaBuia pa3rpaHnyeHus JOCTYNAa — COBOKYITHOCTh MPaBUJI, PErIaMEHTUPYIOIIUX
mpaBa JIocTyna CyObeKTOB JOCTYIa K 00bEKTaM JI0CTyTa.



PaCKpblTHe MNEPCOHAJTBbHBIX JAHHBIX — YMBIIIJICHHOC HUJIN CHy‘I&fIHOG HapyHoIcHHue
KOH(l)I/II[CHLII/IaJIBHOCTI/I NCPCOHAJIbHBIX TaHHbIX.

PacnpocTpaHeHne MNeEepPCOHAJIBHBIX [JAHHBIX — JICWCTBUS, HAIIPABJICHHBIC Ha
nepenady NepCcOHAIbHBIX JAHHBIX OMpPEAEIEHHOMY Kpyry Juil (mepegada nepcoHaIbHbIX
JAHHBIX) WIM Ha O3HAKOMJIEHHE C NEPCOHAJbHBIMM JAHHBIMM HEOTPAaHMYEHHOI'O Kpyra
JUL, B TOM YHKCJe OOHApOJAOBaHHE NEPCOHAIBHBIX JAHHBIX B CPEICTBAX MAacCOBOMU
uHpopmaly, pazMelieHue B HH(POPMAIMOHHO-TEIEKOMMYHUKAMOHHBIX CETSIX WIH
MIPeI0CTaBICHUE AOCTYyNA K NEPCOHATBHBIM JAHHBIM KAKUM-TTUOO UHBIM CIIOCOOOM.

Pecypc uHpOpMAUMOHHOM CHCTEMbl — HMEHOBAHHBIA 3JJIEMEHT CUCTEMHOTIO,
NPUKIAJHOTO WM ammapaTHOro odecredeHus] (yHKIIMOHHPOBAaHUS HHGOPMAIMOHHOU
CHUCTEMBI.

CrnenuajibHble KATErOPpMHM MNMEPCOHANBHBIX JAHHBIX — MEPCOHAJIBHBIE JIAHHBIE,
KAacalollluecs pacoBOM, HAIMOHAJIBHON MNPUHAAJICKHOCTU, TOJUTHYECKUX B3TJISIOB,
PEIUTHO3HBIX WIH (PUI0oCcODCKUX YOk IECHUN, COCTOSHUS 3I0POBbS 1 UHTUMHOM >KU3HU
cyOBbeKTa MepCcOHATBHBIX JIAHHBIX.

CpencrBa BBIYMCJIMTEIBLHOH TEXHHUKH — COBOKYITHOCTh HPOTPAMMHBIX H
TEXHUYECKHUX 3JIEMEHTOB CHUCTEM 00paboTKH JIQaHHBIX, CIIOCOOHBIX
(YHKIIMOHUPOBATH CAMOCTOSITEJILHO UJIU B COCTABE JPYTUX CUCTEM.

Cy0bekT mocryma (Cy0ObeKT)— JIMIO WA MPOIECC, ACHUCTBUS KOTOPOTO
pErIAMEHTUPYIOTCS MIPABUJIAMU pa3rpaHUUuEHUs JI0CTYTIA.

TexHHYECKHHA KaHAJ YTeYKHM HH(POPMAUMU — COBOKYITHOCTb HOCHUTEIA
uHpopmaruu  (cpeacrtBa  oOpabOTKH), (PU3MUECKON Cpelbl  pachHpOCTpaHEHUS
UH()OPMATUBHOIO CHUTHAlIa U CPEICTB, KOTOPHIMU JOOBIBAETCSA 3alluIaecMas
uHpopmarus.

TpancrpanuyHas nepeaaya nepcoHAJbHbIX JAHHBIX — I€pe/ladya MEPCOHANTBHBIX
JIaHHBIX omnepatopom yepes ['ocynapcrBeHHyro rpanuny Poccuiickoit denepannu oprany
BJACTH HMHOCTPAHHOTO TOCYIapCcTBa, (U3MUECKOMY WJIH IOPUIUYECKOMY  JIUIY
MHOCTPAHHOT'O TOCYJapCTBa.

Yrpo3bl 6e301aCHOCTH MEPCOHATBHBIX TAHHBIX — COBOKYITHOCTh YCIIOBUH U
(GakTOpoB, CO3MAIONIUX OIMACHOCTh HECAHKIIMOHHUPOBAHHOTO, B TOM YHCIIE
CJIy9aifHOTO, JIOCTYyINa K TMEPCOHAJIbHBIM JaHHBIM, PE3YJIBTATOM KOTOPOI'O0 MOKET
CTaTh YHHUYTOXKCHHE, M3MEHEHUE, OJIOKUPOBAaHUE, KOIMPOBAHKE, PACIIPOCTPaHCHHUE
NePCOHATBHBIX JAHHBIX, & TAaK)Ke MHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBHHA TPHU MX
00paboTke B MHPOPMALIMOHHON CUCTEME TTEPCOHANTBHBIX JAHHBIX.

YHHUTOXKEHHE MEePCOHANBHBIX TaHHBIX — JICVCTBUS, B PE3YIbTATE€ KOTOPBIX
HEBO3MOXHO  BOCCTAHOBHUTH  COJEp>KaHUE  MEPCOHAIBHBIX  JAHHBIX B
UH(OPMAIIMOHHON CHUCTEME MEePCOHATBHBIX JAHHBIX WJIM B PE3YyJbTaTe€ KOTOPBIX
YHUUYTOXKAIOTCS MAaTEpUAIbHBIE HOCUTEIN IEPCOHATBHBIX TAHHBIX.

Yreuka (Gamumaemoil) uHGOpMAIMM MO0 TEXHUYECKHM KAHAJIAM —
HEKOHTPOJIMPYEMOE PaCIpOCTpaHEHUE HH(OpPMaUK OT HOCUTENS 3alUIIaeMOM
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uHpopmaru  yepe3  (UBMUECKYI0 CcpeAy JO0 TEXHHYECKOro  Cpe/CTBa,
OCYILIECTBIISIOIIETO NTepeXBaT MH(POpMALIUH.

Ya3BUMOCTb — ¢c1a00OCTh B CpPEACTBaxX 3alllUThl, KOTOPYHD MOXKHO
MCII0JIb30BATh JIJIsl HAPYILICHUS CUCTEMbI WJTK COJIeprKaleiicss B Hell HHpopMaIuu.

esocTHOCT HMH(pOPMAIUM — CHOCOOHOCTh CPEJICTBA BBIUMCIUTEIHLHON
TEXHUKH WIA aBTOMAaTU3UPOBAHHOM CHUCTEMBI OOecCleuyuBaTh HEU3MEHHOCTh
nHpopMamuu B YCIOBHUSAX CIAy4YaWHOTO W/WIM TPEIHAMEPEHHOTO WCKAKEHUS

(pa3pyuieHus).



NEPEYEHb COKPAIIIEHUI
ABIIO — anTHBHpPYCHOE MPOrpaMMHOE 00€ecTIeueHne
APM — aBTOMaTH3MpOBaHHOE paboyee MECTO
NCTIx — nadopManrioHHasi CHCTeMa MePCOHATBHBIX TaHHBIX
JIBC — nokasnbHast BBIYUCIUTENbHAS CETh
MD — mexceTeBOU KpaH
HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYII
OC — onepanimoHHas cucrema
IT1/IH — nepcoHa/IbHBIE JAHHBIE
1O — mporpamMmHOe obecrieueHrne
C3U — cpexacTra 3amuThl UHGOPMAITUU
C3I1dH — cucremMa (moJicucTeMa) 3alliuThl IEPCOHANBHBIX TAHHBIX
TKYU — Texuuueckue KaHajibl yTeUKU UH(OpMauu

YBII/{H — yrpo3sl 6€30MacHOCTH EPCOHATBHBIX TAHHBIX



BBEJIEHUE

Hacrosmass Ilonutuka wuHbopmanuonHoit Oe3omacHocTH (manee IlonmuTuhka)
OOmiecTBa C OrpaHWYeHHON OTBeTCTBEHHOCTHIO «IIpo3Hanme» (mamee Omnepatop)
pa3paboTaHa B COOTBETCTBHUU C IICJISAIMH, 3aJa4aMH H TPUHIUIIAMUA O00eCTeueHuUs
0€30MacHOCTH MTEPCOHANLHBIX TAHHBIX.

ITonuTtnka pazpaboTaHa B COOTBETCTBUM C TpeOoBaHUAMU DenepabHOro 3aKOHa OT
27 nrons 2006 r. Ne 152-®3 «O nepcoHaNbHBIX TAHHBIX);

B Tlonutuke omnpeneneHsl TpeOOBaHUS K MEpPCOHANLY, OOCIy)XHBAIOUIEMY U
skcruryatupytomemy HMCII/IH, creneHb OTBETCTBEHHOCTHM COTPYAHUKOB, CTPYKTypa H
HEOOXOJIMMBI  ypOBEHb 3alMUIEHHOCTH, CTAaTyC M JOJDKHOCTHBIE O0Os3aHHOCTH
COTPYIHUKOB, OTBETCTBEHHBIX 3a oOecrieueHne 0e30MacHOCTH MEPCOHAJIBHBIX JAHHBIX B
00O «IIpo3nanue».



1. O01ue MoJI0KEeHUA

Lenwto, HacTosmelr IlomuTukm, sBIseTcs oOecredeHre OC30MaCHOCTH OOBEKTOB
3amuThl Orniepatopa OT BCEX BUJIOB YIPO3, BHEIIHUX U BHYTPEHHHUX, YMBIIIJIEHHBIX U
HEIpeIHAMEPEHHBIX C LIEJbI0 MUHUMH3ALKHU yiiepOa oT BO3MOXHOM peanuzauuu Y BIT/IH.

be3onacHOCTh  MEPCOHAIBHBIX  JAHHBIX  JOCTUTACTCS NYTEM  HUCKIHOYEHUSA
HECAHKLIIMOHUPOBAHHOTO, B TOM YMCJIE CIy4aWHOrO, JOCTYIA K NMEPCOHAIBHBIM JaHHBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaThb YHUYTOXKCHHE, W3MEHEHue, OJIOKMpOBaHUE,
KONMPOBAHUE,  PACIPOCTPAHEHHE  MEPCOHANBHBIX  JAHHBIX, a TaKXe  MHBIX
HECAaHKIIMOHUPOBAHHBIX JECUCTBUM.

Nudopmaniuss u cBsi3aHHBIE C HEW pecypchl JOJDKHBI OBITh JIOCTYIHBI IS
aBTOPU30BAaHHBIX  nOoib30BaTesed.  JIOJDKHO ~ OCYILECTBIATBCA ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha YBIT/IH.

I[OJ'DKHO OCYHICCTBIIATHCA MTPCAOTBPAIICHUC MNPCAHAMCPCHHLIX WJIH CﬂyqaﬁHBIX,
YaCTUYHBIX HWIIHW IIOJIHBIX HCCAHKIIUMOHUPOBAHHBIX MOI[I/I(I)I/IKaI_II/II‘/’I NI  YHUYTOXKCHUA
JaHHBIX.

2.00JacThb AelicTBUA

TpeboBanusi Hactosimiedt [loMUTHKKM pacTpoCTPaHSIIOTCS HAa BCEX COTPYIHUKOB
Omneparopa (IITaTHBIX, BPEMEHHBIX, PAa0OTAIOIMIUX MO KOHTPAKTY U T.I.), a TaKXkKe BCEX
POYUX JUIL (TIOAPSIAYMKH, ayAUTOPHI U T.11.).

3.Cucrema 3a1UTHI NEPCOHAJBLHBIX JAHHBIX

Cucrema 3amuThl nepcoHanbHbiX HaHHBIX (C3I1/IH) cTpoUTCsS HA OCHOBAHMM:

[lepeunst mepcoHaNbHBIX TAHHBIX;

AxkTa knaccudukanuu (ONpeaeiacHUus YPOBHS 3alIUIIEHHOCTH) WH(POPMAITMOHHBIX
CUCTEM TNIEPCOHATBHBIX JTAHHBIX;

YacTHO MO/IeNIn aKTyalbHBIX Yrpo3 0€30MaCHOCTH U BEPOSATHOT'O HAPYIIUTES;

[Tonoxenus 0 pa3rpaHUYCHUH IPaB JOCTYMa K EPCOHATbHBIM JaHHBIM;

JOKAJIBHBIX MPUKA30B M PACIIOPsDKEHU pyKoBojicTBa Omepatopa mo 00ecrnedeHuro
0€30MacHOCTH MEPCOHANBHBIX JTAHHBIX;

HOpMaTUBHBIX T0KyMeHTOB @CTIOK u ®Cb Poccun.

Ha ocHOBaHMM »53THX JOKYMEHTOB OIpEAeNiseTcs HEOOXOAUMBI ypOBEHB
samquiieHHocty I1J[H, oOpabateiBaembix B kaxmaoit MCIIIn OOO «IIpo3nanue». Ha
OCHOBAaHHMH aHAlM3a aKTyaJIbHBIX yrpo3 Oe3omacHoctu [I/[H, nemaercs 3akimtoueHHE O
HEOOXOMMOCTH  WCTOJB30BAHMS ~ TEXHUYECKUX  CPEACTB W OPTraHU3aIMOHHBIX
MeponpusaTuii 1yt obecniederus 6ezomacHoctu [1/1H.

Opranu3aiioHHbIe MEPOTIPUATHS JOJIKHBI BKIIOYATh:

® [IpaBOBOE OCHOBaHHUE JJisi cOOpa NEPCOHAIBHBIX JAHHBIX;

® OInpejielieHNe OTBETCTBEHHBIX JIUIL 32 COOJI0/ICHHEM Mep 0€30MacHOCTH;

® 3AIINTY NEPCOHAIBHBIX TAHHBIX, 00padaThIBaeMbIX 0€3 CPE/ICTB aBTOMATU3AINH;


about:blank
about:blank
about:blank
about:blank

3aIIATy TIEPCOHAIBHBIX JTaHHBIX, 00padaThIBAEMBIX C TPUMEHEHHEM CPEJICTB
aBTOMAaTHU3aINH;

3alIUTy OOBEKTOB OT XUIIICHUS;

3aIATY ChbEMHBIX HAKOTIUTEJICH, COIepKAIINX IEPCOHATLHBIC JaHHBIC;

BOTIPOCHI YHUUYTOKCHUS TTEPCOHATHHBIX TAHHBIX.

B 3aBucumoctu ot ypoBHs 3amumieHHoctd MCII/IH u aktyansHbix yrpos, C3I1/0x
MO>KET BKJII0YATh CJIEIYIONIUE TEXHUUECKHUE CPEICTBA:

3alUATHI OT HECAHKIIMOHUPOBAHHOIO JOCTYIA K IIEPCOHAJIbHBIM JTaHHBIM;
AHTUBUPYCHOM 3aIIUTHI JIJIs1 pab0UMX CTAHIIMK MOJIb30BaTEIEH U CEPBEPOB;
MEKCETEBOI0 DKPAaHUPOBAHMUS,

Kpunrorpaduyeckoi 3amuThl WHPOpMAIUU, MpU Mepenayde 3aifuiiacMon
uH(}OpMaIMK MO KaHajaM CBSI3H,

3alIUTHI OT KOMMUPOBAHUS;

® cpencTBa 3amuThl OT yreuku no TKY .

4. Tpeoosanus k noacucremam C3I1/1n

C3I1/x BrrOUaeT B ceOsl CISAYIONIHNE TIOICUCTEMBI:

® YIIpaBJICHUS JOCTYIIOM, PETUCTPAIIMH U YIETa;
o0ecrnedeHus IEJIOCTHOCTH U JOCTYITHOCTH;

AHTUBUPYCHOM 3aIlIUTHI;

MEXKCETEBOT0 SKPAHUPOBAHMS;

aHaJIM3a 3alUIIEHHOCTH;

oOHapy>KeHUS BTOPKEHUII;

KOHTPOJISI OTCYTCTBUS HEJIEKJIAPUPOBAHHBIX BO3MOKHOCTEH;
KpUINITOTpaUIECKON 3aIUTHI,

® 3ammuThl OT yreuku no TKYMU.

[Moncucrempr C3I1[IH UMEIOT pa3nuyHbIi (YHKIIMOHAT B 3aBUCHMMOCTH OT KJacca

WCTI/Tn.

[Toncucrema ynpapiieHUs] JOCTYIIOM JOJKHA OCYIIECTBIISATH:

UACHTH(PUKALUIO ¥ MPOBEPKY TMOJIIUHHOCTH CYOBEKTOB JOCTyMa MPU BXOJE B
onepannoHHyo cuctemy HCIIIH mo upeHTudUKaTOpy W Mapoii0 yCIOBHO-
MIOCTOSIHHOTO  JCHCTBUS, JUJIMHOW HE MEHee IIeCTH OYKBEHHO-IM(PPOBBIX
CHUMBOJIOB;

UACHTU(PUKALUIO TEPMHUHAIOB, TEXHUYECKUX CPEICTB HMH(POpPMAIMOHHON
CUCTEMBbI, KaHaJIOB CBA3UM W BHewHUX ycTpoiictB MCII/IH mo ux jmoruyeckum
aapecaM (Homepam);

UACHTH(PUKAIUIO TMPOTpaMM, TOMOB, KaTajoroB, (aiyioB, 3amuced, Moie
3amnuceu 1Mo MMeHam;

KOHTPOJIb JOCTYIA MOJIb30BATENEN K 3alIMIIAEMbIM PECYPCaM B COOTBETCTBUH C
MaTpHUIed JOCTyNa.

HOI[CI/ICTCMEI perucTpanyvu 1 yudceTa N0JKHA OCYIICCTBIIATD!:

perucTpaiuio Bxoja (BbIXOJa) MOJIb30BaTENsl B CUCTEMY (M3 CUCTEMBbI) JIMOO
PErUCTpali0 3arpy3kd M HWHULHAAIM3AIUUA OMNEPALMOHHOW CHUCTEMbl U €€
MPOrpaMMHOT0 OCTaHOBA. Perucrpanusi BeIXoAa U3 CUCTEMbI UM OCTAHOBA HE
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MPOBOJUTCS B MOMEHTHI alMapaTypHOTO OTKIIOYEHUS HUHPOPMAIMOHHOMN
cucteMbl. B mapameTrpax peructpanuu ykKas3bIBalOTCS JaTa W BpeMs BXoja
(BBIXOA) TOJIK30BATENS B CHCTEMY (U3 CHUCTEMbI) WJIM 3arpy3kud (OCTaHOBA)
CHUCTEMBI, pe3yJbTaT TMOMBITKA BXoaa (yCHEIIHAas WM HEyCIelHas),
uaeHTUGuKarop (koa wiu ¢GaMuiaus) MOJNb30BATENsl, NPEIbABICHHBIA MpH
MOMBITKE JIOCTyNa, KOJ WIW TMapojb, MPEAbSBICHHBIA MPU HEYCHEIIHOM
MOTIBITKE.

® YyYeT BCeX 3alllMIAaeMbIX HOCHUTENEH MHPOPMALMKU MOCPEACTBOM HAHECEHHUS Ha
HUX MapKUPOBKM M 3aHECEHMs JaHHBIX B KypHaJl ydeTa ¢ OTMETKOHW 00 ux
BbIJaye (Mpueme);

® DCrUCTPAIMIO BBIJIauM MMEUYaTHBIX (Tpaduyeckux) JOKYMEHTOB Ha OyMasKHBIM
HOocHUTENb. B mapameTpax perucTpanuy yKa3bplBalOTCS JaTa W BpPEeMs BbIJAUH
(oOpameHuit K TOACUCTEME BbBIBOJA), KpAaTKOE COJEp)KaHHWE JIOKYMEHTa
(HauMeHOBaHME, BUJ, KOJH), cHelu(uUKaIus YCTPOWCTBa BblAauu (JIOTMYECKOE
uMs (HOMEp) BHEIITHETO YCTPONCTBA);

® 0ouKCTKYy (OOHYyJIeHHEe, 00e3TMYMBaHUE) OCBOOOXKIaeMbIX 00J1acTeH ONepaTuBHOMN
naMsTi HHGOPMAIIMOHHON CUCTEMBI U BHEIITHUX HOCUTENEH HHBOpMaIInH;

® pPErHCTpAIMIO 3aImycka (3aBepIleHUs ) TPOrpaMM U MPOIECCOB (3aaHuii, 3a/1a4),
NpelHa3HAYeHHbIX [JIs1 00pabOTKM TMEepCOHANBHBIX JaHHBIX. B mapamerpax
perucTpanuy yKa3bplBalOTCA Jara W BpeMs 3amycka, ums (MaeHTHuUKaTop)
nporpamMmbl  (mporecca,  3afaHus),  UACHTU(PUKATOP  MOJIB30BATENS,
3aMpOCHUBIIETO Mporpammy (MpOIECC, 3a/1aHue), pe3yNbTaT 3amycka (yCIelIHbIH,
HEYCIICIIHBIN);

® DpETUCTpAlMI0 TOMBITOK  JOCTyNa MNPOrpaMMHBIX  CPEICTB  (IIpOrpamm,
IpOLIECCOB, 3aJay) K 3alluiaeMbiM Qaitnam. B mapamerpax peructpanuu
yKa3bIBAIOTCS JaTa M BpeMsl TMOMBITKM JOCTyla K 3aliuiiaeMomy Qainy c
yKazaHhueM ee pesyiapTata (ychemiHas, HeyCIellHas), HIeHTUu(UKaTop
M0JIB30BaTeNIs, crienuduKaIus 3anuinaemMoro daiina;

® DETUCTPAIMIO TOMBITOK JOCTyNa MPOTPAMMHBIX CPEACTB K JOMOJIHUTEIHHBIM
3allMIaeMbIM  00bEKTaM JocTyna (TepMUHANIAM, TEXHMYECKHM CpPEICTBaM,
y3J1aM CETH, JIMHUAM (KaHallaM) CBSI3W, BHEIIHUM YCTPOWCTBaM, MpOTpaMMam,
ToMaMm, Katamoram, aiimam, 3amucsM, MOJsM 3amuceit). B mapamerpax
pPETHCTpAIlMU YKa3bIBAIOTCS JlaTa M BPEMs MOMBITKA JOCTyINa K 3alIUIIIAEMOMY
00BEKTY C yKa3aHHEM ee pe3ynbrara (yCrelrHas, HeycrenHas), UAeHTUPUKATOP
MOJIb30BaTeNsA, CHeIUUKANMS 3alUIaeMoro OOBeKTa (JIOTMYECKoe WM
(HOMED)).

IToncucrema odbecnieueHHst LETOCTHOCTH JOJIKHA OCYLIECTBIISTH!

e o0ecreueHHE IIEJIOCTHOCTH TMPOTPAMMHBIX CPEICTB  CHUCTEMBl  3aIUTHI
NEPCOHATBHBIX  JaHHBIX, oOOpabaTeiBaeMOil  WHpOpMANUU, a  TaKKe
HEM3MEHHOCTh MPOrpaMMHON cpenbl. [Ipu 3TOM 1ENOCTHOCTh HPOrpPaMMHBIX
CPEACTB MPOBEpPAETCS NPU 3arpy3Ke CHUCTEMbl MO KOHTPOJBHBIM CyMMam
KOMIIOHEHTOB CpPEJICTB 3alllUThl, a LEJIOCTHOCTh MPOrPaMMHON  CpEJbI
o0ecrieunBaeTCs UCIOJb30BAHUEM TPAHCISITOPOB C SA3bIKOB BHICOKOTO YPOBHS U
OTCYTCTBUEM CPEICTB MOAU(PHUKAIMU OOBEKTHOTO KOJA MPOrpamMM B MPOLECCE
00paboTKu U (MIK) XpaHEHUS 3alluiaeMoil HHhopMaluu;
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bu3nYecKyr0 oxpaHy HHPOPMAIIMOHHON CHUCTEMBbI (TE€XHUYECKUX CPEACTB H
HocuTeled uH(pOpMalMKM), MpeAycCMaTpUBarollas KOHTPOJb JOCTyHa B
MOMEIIEHUs] MH()OPMAIIMOHHOW CHUCTEMbl TMOCTOPOHHUX JIMI[, HaJIU4ue
HAJIeKHBIX TPENSTCTBUM IS HECAHKIIMOHUPOBAHHOTO MPOHUKHOBEHUS B
nomMenieHuss  MHGQOPMAIMOHHOM  CHUCTEMBbl M XpaHWIMIIE  HOCHUTENEH
uH(pOpMaLINH;

NEePUOIMUECKOE TEeCTHUPOBaHUE (GYHKIMI CUCTEMBI 3allUThl TMEPCOHAIBHBIX
JAHHBIX  TMPU  MW3MEHEHUM TMPOTPAMMHOM  Cpelbl UM  MOJb30BaTeNeH
UH()OPMAIIMOHHONW CHUCTEMBbl C TOMOIIBID TECT-MPOrpPaMM, HMHUTHPYIOIIUX
MOMBITKYA HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

HaJU4Ue CPEJCTB BOCCTAHOBJICHUS CUCTEMBI 3aIUThl NEPCOHAIBHBIX JTAHHBIX,
NpeayCMATPUBAIOIINX BEJICHUE JBYX KOMUWA MPOTPaMMHBIX KOMIIOHEHTOB
CPEICTB 3alllUThl MH(POPMALIUU, UX MNEPUOJUYECKOE OOHOBIIEHHE W KOHTPOJIb
paboTOCIIOCOOHOCTH.

MexceTeBoe 9KPaHUPOBAHHUC JOJIKHO 00ecCIIeYnBaTh:

GuIbTpallMI0O Ha CETEBOM YPOBHE JIA KaXKJIOI0 CETEBOT0 IMaKeTa He3aBUCHMO
(pemienue o GUIABTpAIMM TMPUHUMAETCS HA OCHOBE CETEBBIX aJPEecoB
OTMPABUTENS U TOTyUYaTeNsl UM Ha OCHOBE JIPYTHX SKBUBAJICHTHBIX aTPUOYTOR);
UJCHTU(DUKAITUIO u ayTeHTU(UKAIIUIO auna, OCYLIECTBIISFOLIETO
aIMUHUCTPUPOBAHUE MEXKCETEBOTO AKpaHa MPHU €ro JIOKAJbHBIX 3ampocax Ha
JOCTYTI 10 UASHTUPUKATOPY (KOAY) Y MAPOITIO YCIOBHO-TIOCTOSSHHOTO JACHCTBHS;
perucTpanuo Bxoja (BbIXOJAa) JIMIA, OCYLIECTBISAIOMIETO aJIMUHUCTPUPOBAHUE
MEXKCETEBOT0 dKpaHa B CUCTEMY (M3 CHCTEMBI) MO0 3arpy3Ky U MHULUATU3AINH
CHUCTEMBI U €€ IPOrpaMMHOI0 OCTaHOBA (pErucTpanusi BbIXOJa U3 CUCTEMBI HE
IPOBOJIUTCS B MOMEHTBHI alllapaTypHOTO OTKIFOUEHHS MEKCETEBOI0 IKPaHa);
KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON U MHGOPMAIIMOHHOM YacTu;
(GUIBTPALIUIO TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYKAIUX JUIsl TUATHOCTUKH U
yIpaBIeHUs pabOTOM CETEBBIX YCTPOUCTB;

BOCCTAHOBJICHHE CBOMCTB MEXCETEBOTO DKpaHa Tmocie cO00eB U OTKa30B
000pyTI0BaHMS;

pErIaMeHTUPOBAHHOE  TECTUPOBAHHME  pealM3alldid  MpaBUil  (PUIbTPALIUU,
nporecca WACHTHPUKAIMM W ayTeHTU(PUKALWUA JIWIQA, OCYIIECTBISIONIETO
aIMHUHUCTPUPOBAHUE MEXKCETEBOI0 JKpaHa, MPOLIECCAa PErUCTPALMU JIEHCTBUI
JIMLA, OCYIIECTBIISIIOIETO aAMUHUCTPUPOBAHNE MEKCETEBOT0O 3KpaHa, mpouecca
KOHTPOJS 3a IEJIOCTHOCTHIO TMPOTPAMMHONW Y HMH(POPMALMOHHOW YacTH,
IPOLEAYPBI BOCCTAHOBJICHUSI;

GuIbTpalUi0 ¢ y4ETOM BXOAHOTO M BBIXOAHOTO CETEBOrO0 WHTEpdeiica Kak
CpeACTBa NPOBEPKU MOJIITMHHOCTH CETEBBIX A/IPECOB;

(GUABTPAIIHIO C YIETOM JHOOBIX 3HAYUMBIX TIOJIEH CETEBBIX MAKETOB;
pEruCTpali0o U y4eT (QUIbTPYEMBIX MAKETOB (B MHapameTpbl PErucTparuu
BKJTFOUAIOTCS a/Ipec, BpeMs U pe3yabTaT GUIbTPALIAN);

perucTpalus 3anycka nporpaMm M npoieccoB (3ajanuii, 3a1ay4);

GunpTpalMi0 Ha TPAHCIOPTHOM YPOBHE 3alpoCOB Ha YCTAaHOBJIIEHUE
BUPTYAJIbHBIX COCIUHEHUWA C y4ETOM TPAHCIIOPTHBIX aAPECOB OTIPABHUTENS U
MOJy4aTes;
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e (DuIbTpalMi0 HAa TPHUKIAJHOM YPOBHE 3alpPOCOB K MPUKIATHBIM CEPBUCAM C
y4eTOM MPUKIATHBIX aJPECOB OTIPABUTENS U MOTyUYaTes;
® (UIbTpAIMIO C YYETOM JIaThl U BPEMEHHU,
® ayTCHTU()HUKAIIUIO BXOMSIIUX U UCXOAAIINX 3alIPOCOB METOIaMH, YCTOWIHUBEIMU
K MAaCCUBHOMY U (MJIM) aKTUBHOMY MPOCTYIINBAHUIO CETH;
® PErUCTPAIMIO U YUET 3alPOCOB HA YCTAHOBJICHUE BUPTYAJIbHBIX COCTMHEHUN;
JIOKaJBHYIO0 CUTHAIIM3AIMIO MOMBITOK HAPYIIEHUS MPaBUI (PUILTpAIUK;
® [IpeJOTBpAIlCHUE JIOCTyNa HE 00JIalalolIero JAaHHBIM MPABOM  IOJb30BATENs
WIM  TIOJb30BaTeNsd, TMOJJIWHHOCTh  HACHTU(GUKAIMU  KOTOPOro  MpH
ayTeHTU(UKAIIUKA HE TIOJITBEPINIIACD;
® WICHTH(PUKAIINIO u ayTeHTU(UKAIIUIO 1A, OCYIIECTBJISIOIIETO
aIMUHUCTPUPOBAHUE MEXKCETEBOTO DJKpaHa MpPH €ro yAaJIeHHBIX 3aIlpocax
METOJIaMH, YCTOWYUBBIMH K ITACCHBHOMY M aKTUBHOMY IepeXBaTy WH(pOpMaIuu;

® pCruCTpalMio JEWCTBUH JIMIA, OCYIIECTBISIONMIETO aJAMUHUCTPUPOBAHUE
MEXCETEeBOTr0 KpaHa M0 U3MEHEHUIO PaBUil (UIbTPAIlUH;

® BO3MOXXHOCTh JMCTAHIIMOHHOTO YTPABJICHUS CBOMMU KOMIIOHEHTaMHU, B TOM
YKClIe BO3MOXXHOCTh KOH(MUTYPUPOBAHHS (QUIBTPOB, IPOBEPKH B3aUMHOMN
COTJIACOBAHHOCTH BCEX (DUIBTPOB, aHATN3A PETUCTPAIIUOHHON (DOPMBI;

® KOHTPOJIb HEJOCTHOCTH MPOTPAaMMHON M WH(OPMAIIMOHHON YaCTH MEKCETEBOTO
JKpaHa 1Mo KOHTPOJIbHBIM CyMMaM.

3ammuTa OT yTe4KU BUIOBOM HHGPOPMAITUH:

® pa3MelleHHue YCTPOWCTB BbIBOJAa HWHGOPMAIMM CPEICTB BBIYUCIUTEIBHON
TEXHUKA  HMH()OPMAIMOHHO-BBIYMCIUTENbHBIX  KOMIUIEKCOB,  TEXHUYECKUX
cpeacTB 00paboTku rpadudeckoi, BUaAeo- U OyKBeHHO-IIMGPOBOI nHPOopMaIuy,
BXOJISAIIMX B COCTaB MH(POPMAIMOHHOW CHCTEMBbI, B MOMEIIEHUAX, B KOTOPHIX
OHHM YCTAHOBIICHBI, OCYIIECTBISIETCS TaKUM 00pa3oM, 4TOOBI ObLIa HCKIIOYEHA
BO3MOXHOCTh ITPOCMOTpPAa MOCTOPOHHUMH JIUIIAMU TEKCTOBOW M TpaduuecKoit
BUJI0BOM MH(pOpMAINH, CoIeprKalell TepCoHaIbHbIC JaHHBIC.

B wuHpOpManuMoOHHBIX cHUCTEeMaX, WMEKOIIUX MOAKIIOYEHHE K HHPOpPMaIMOHHO-
TEJICKOMMYHHUKAITMOHHBIM CETAM MEXKIyHAapOJHOTO HH(POPMAIMOHHOTO OOMeHa (CeTsaM
CBSI3M OOIIETO MOJb30BaHUA), WA TPU (PYHKIIMOHUPOBAHUU KOTOPBIX MPEIYCMOTPEHO
WCIIOJIb30BAaHUE  CHEMHBIX  HOCUTENeW  HMHPOpMAIMM, HCIONB3YIOTCS  CPEJCTBa
AHTUBUPYCHOM 3aLUTBHI.

OOnHapyxeHre BTOpPKEHUH JODKHO OOECIeurMBaThCS IyTEM HCIOJIb30BaHUS B
coctae HMCII/IH mnporpaMMHBIX WM MNPOrPaMMHO-aNMNapaTHBIX CPEACTB (CUCTEM)
oOHapyxenus sropxxeruit (COB).
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S.Hoab3oBateau UCIIIn

B UCII[r Omneparopa MOXHO BBIACIHUTH CIEAYIOIIHAE TIPYIIbI IOJIb30BATEICH,
y4acTBYIOIIHUX B 00paboTke u xpaneHuu I1/1H:

Anmvunnctparop cetn UCIIH;

[Tonw3oBarenun UCITH.

JlaHHbBIE O TpyIax MOJb30BaTeNIC, YPOBHE MX JOCTyNna U MHGOPMHUPOBAHHOCTHU
oTpakeHbl B [losio’)keHNM 0 pa3rpaHMuYE€HUU NpaB JOCTYIA K IEPCOHATIBHBIM JAHHBIM.

Anmvunuctparop cetu UCIT/IH.

AJIMUHUCTPATOPOM Ce€TH sBisieTcs WTaTtHbl coTpyaHuk OO0 “IIpo3nanue”,
OTBETCTBEHHBIN 3a (yHkuuonupoanue C3II1/[H, Ha3HAYaeTCs MPUKA30M PYKOBOJIUTEIIS
Omneparopa.

AJIMUHHUCTPATOP CETU 00JIaIaeT CICAYIOIIMM YPOBHEM JIOCTYIIA U 3HAHUM:

e oOnanaet npaBamu agMunuctpatopa UCII/H;

e oOnanaer nonHou unpopmanueit 06 UCII/1H;

® uMeEeT JOCTYIl K CpeJCTBaM 3alluThl MHGOPMAIMM M MPOTOKOJIHPOBAHUS M K

yacT KiroueBbix aaeMeHToB MCITH;

® UMeEeT MpaBa J0CTyIa K KOHQUTYPUPOBAHUIO TEXHUUYECKUX CPECTB CETH.

AJIMUHUCTPATOP CETH YIOJTHOMOYEH:

® pcaJM30BbIBATH TOJUTHKKA Oe3omacHOCTH B yactu Hactpoiiku CK3U,
MEXCETEBBIX JKPAaHOB W CHCTEM OOHApYKEHHS aTak, B COOTBETCTBUU C
KOTOPBIMH TOJb30BaTENb IOJY4aeT BO3MOXKHOCTh paboOTaTh C 3JIEMEHTaMU
NCITH;

® OCYIIECTBIISTh AyAUT CPEICTB 3aILUTHI.

® OCylIeCTBISATh PE3EPBHOE KOMUPOBAHUE U XPAaHEHUE KONMUH B MOPSIKE,
YCTAHOBJIEHHOM JEWCTBYIOIIMM 3aKOHOAATEIbCTBOM W  BHYTPEHHHUMU
nokymeHtamu OnepaTtopa.

HonwzoBarenu UCITJH.

Ilons3zoBatenem  UCII[AH  sBigercs  mTaTHeIM  coTpyaHuk  Omepatopa,
ocymiecTBistonuii - oopaborky IIJIln. O6paborka IIJ[H BkIIOYaeT: BO3MOXKHOCTH
npocmotpa I1JIH, pyunoii BBox IIJIn B cucremy MCII/IH, dopmupoBanue crnpaBoK U
oTueToB 1o nH$popmaruu, norydennor u3 UCII/IH. [Tonp3oBatens He HMEET IMTOJTHOMOYHMA
JUTSL yIIpaBJIeHUS TojicucTeMaMu 00paboTku ganubix u C3I1/]H.

[Tonw3oBarens UCII/IH o6nanaeT cieayomnuM ypOBHEM JIOCTYIIA U 3HAHUM:

e o0namaeT BCeMH HEOOXOAMMBIMU aTpuOyTamMu (HampuMmep, MapoieM),
00ecCreuynBaoIMMU JOCTYIT K HEKOTOPOMY TTOAMHOXeCTBY [1J1H;
® pacrnoyiaraet KOHQUIECHINAIbHBIMYU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.
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6. Tpe0doBaHus K mepcoHasy no odvecnevyeHuro 3amurhbl I1/{H

Bce corpynauku Omnepartopa, sBisironuecss nonb3oBatensimu WCIIH, T0mKHBI
3HaThb M CTPOTO BBINOJIHATH YCTAHOBJIEHHBIE MMpaBWia W OO0S3aHHOCTU MO JOCTYNy K
3alMIIAEMbIM O0OBEKTAaM U COOJIIOIEHUIO PUHATOTO peskuma Oe3onacHocT I1/[H.

[Ipu BCTymiIeHMM B JOKHOCTh COTPYAHUKA HEMOCPEACTBEHHBIM HaYaIbHUK
MO/Ipa3/ieJIeHusl, B KOTOPOE OH IOCTYyMHaeT, 00sf3aH OPraHu30BaTh €r0 O3HAKOMIICHHE C
JOJDKHOCTHBIM  PETJIAMEHTOM M HEOOXOJAUMBIMU JOKYMEHTaMH, pEerjiaMeHTUPYIOIIUMHU
TtpeOoBanusa mno 3ammre [I/[H, a Takke 0OydeHHEe HaBBIKAM BBINOJIHEHHUS MPOLETYP,
HEOOXOIUMBIX JIJIsl CAHKIIMOHHUPOBaHHOT0 ucnoib3oBanust UCII/IH.

CoTpyaHuK HOMKEH OBITh O3HAKOMJIEH CO cBeAeHHsMHU Hacrosiuieidl [lomutukwy,
npuHATHIX npoueayp padotsl ¢ anementamu UCIIIx u C3I11H.

CotpynHuku Oneparopa, UCIIOJIb3YIOIIHE TEXHUYECKUE cpencTBa
ayTeHTU(UKalMHU, JOJIKHBI 00eCeYrBaTh COXPAHHOCTh UACHTU(PUKATOPOB (3JIEKTPOHHBIX
kmoueit) u He gomyckath HCJI kK HHUM, a TakkKe BO3MOXHOCTb HX YTEpH WIIHU
UCIIOJIb30BaHUSl ~ TpeTbUMHM  JuuaMu.  [lonb3oBaTenn  HeCyT — NEPCOHAIBHYIO
OTBETCTBEHHOCTbH 3a COXPAHHOCTh UJIEHTU(DHUKATOPOB.

CoTpyaHUKHM JOJDKHBI CIEJ0OBaTh YCTAHOBIEHHBIM IMPOIEAypaM MOAJIEep KaHHUs
pexuma Oe3onmacHoctd [IJIlH mpu BbIOOpEe W HCHOJIB30BAHMM TMapojeil (eciu He
UCIIOJIb3YIOTCSI TEXHUUYECKHUE CPEJICTBA AyTeHTU(PUKALIUN).

CoTpynHuku JOJKHBI 00€creunBaTh HAISKAI[YI0 3alluTy O0OpYyAOBaHMS,
OCTaBIIIEMOr0 0€3 MPUCMOTpPa, OCOOEHHO B TEX ClydasX, KOrja B MOMEIICHHE HUMEIOT
JOCTYIl TIOCTOPOHHME JuIa. Bce moib3oBaTeNu [OJDKHBI 3HATh TpeOOBaHUS 110
6e3onacHoctu [1/IH 1 mporeAypsl 3aUTHl 000PYAOBaHMSI, OCTABIEHHOTO 0€3 MPUCMOTpa,
a TaKe CBOM 00S3aHHOCTHU MO0 00ECTICYEHHIO TaKOM 3aIUTHI.

ITonw3oBarenssm UCIT/IH 3anpemiaercst ycTaHaBIMBAaTh IOCTOPOHHEE TPOTPAMMHOE
oOecrieueHue, MOJKII0YaTh JTNYHbIE MOOUMIIbHBIE YCTPOUCTBA U HOCUTENTU MH(pOpMAIIUH, a
TaKKe 3aMHMChIBATh HA HUX 3alIUIIAEMYI0 HHPOPMAIIHIO.

CoTpynHukaM 3ampelaercs pasriamarh 3aluiaeMyro UHGOPMAIMIo, KOTopas
CTaJla UM M3BECTHA MpU padore ¢ MHMOpPMAIMOHHBIMU cucTeMamu OrnepaTopa, TPEThUM
JULAM.

[Tpu pabore c [1In B UCIIH coTpyaHuku oOs3aHBI 00ECIEUUTH OTCYTCTBHUE
BO3MOKHOCTH npocMoTpa 1/l TpeTbuMu uiamu ¢ MOHUTOpoB APM.

IIpu 3aBepmenun pa6otel ¢ UCII[H coTpyauuku o0s3aHbl 3amuTuTh APM nimm
TEPMHUHAJIBI C TIOMOIIBIO OJIOKUPOBKU KIIFOUOM WJIM SKBUBAJICHTHOTO CPEJICTBA KOHTPOJIS,
HaIlpUMeEp, JOCTYNOM IO MapoJII0, €CIM HE HCIOJIb3YIOTCA Oojiee CUIIbHBIE CPEICTBA
3aIIUTHIL.

CoTpyaHUKH TOJDKHBI OBITH TPOMH(POPMUPOBAHBI 00 yrpo3ax HAPYIIEHUS PEKUMA
6esomacHoctu IIJIH M oTBeTcTBEHHOCTH 3a ero HapymeHue. OHU JTOJKHBI OBITH
O3HAKOMJICHBI C YTBEPKIACHHOW (pOopMaIbHOM MPOIEAYPOi HATOKECHUS TUCIUTITMHAPHBIX
B3bICKAHWI Ha JIMI, HAPYMIMUBIIUX NpUHATHIE [lomuTUKy W mpoueaypbl 0€30MacHOCTH
I1/18n.

CotpyaHuku 00s3aHbl 0€3 MPOMEJICHUS co00IIaTh 000 BCceX HAOIIOAAEMBIX HIIH
noAo3puTenbHeiX ciydasx padotel UCIIAH, Morymmx mnoBiedb 3a COOOH yrpo3sl
o0ezonacuoctu IIJ[H, a Takxke O BBISBIEHHBIX HMH COOBITHUSX, 3aTparuBarOlIUX
o0ezonacHocte  [IJIH,  HEMOCPENCTBEHHOMY  PYKOBOJIUTENIO,  AJIMUHUCTPATOPY
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about:blank

6e3zonacHoctu MCII[IH m OtBeTrcTBeHHOMY 3a opranuzaunuio odopadotku WUCII[AH nns
MPUHATHS MEP U HEMEJIEHHOrO pearupoBaHus Ha yrpo3bl oezonacHoctu [1/1H.
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7. OTBETCTBEHHOCTH COTPYAHNKOB OnepaTopa

B cootBeTctBUUM co cT. 24 @enepanbHoro 3akoHa Poccuiickoit @enepaunu ot 27
utong 2006 r. Ne 152-®3 «O mepcoHanbHBIX JAHHBIX» JHMIA, BUHOBHBIE B HApYIIECHUU
TpeOoBaHuil JaHHOTO DefepaqbHOTO 3aKOHA, HECYT TpPaXJAaHCKYl0, YrOJIOBHYIO,
aJIMUHHUCTPATUBHYIO, TUCHUIUIMHAPHYIO U UHYIO MPEIYCMOTPEHHYIO 3aKOHOAATEIBCTBOM
Poccuiickoit @enepanyii OTBETCTBEHHOCTb.

VYronosuwiii  Kogexkc P® (cratem 272, 273 u 274) npeaycMmarpuBaet
OTBETCTBEHHOCTD 3a COBEPIICHUE CICIYIOUIUX ICHCTBUM:

e HemnpaBoMepHBIM JOCTYI K  OXpPaHAEMOM 3aKOHOM  KOMIIBIOTEPHOU
uHpOpMAILIMK, €CIH 3TO JIeSTHHE MOBJIEKJIO YHHUYTOXKEHHE, OJIOKHpOBaHUE,
MOAU(PUKALIKIO OO0 KOMMPOBAHKUE KOMITbIOTEPHOU MH(OpMAIUK;

e (Co3gaHue, paclpoOCTPaHEHUE WM UCTIOJIb30BAaHNE KOMIIBIOTEPHBIX MPOTPAMM
a100 MHOW KOMIBIOTEPHON MH(MOpMAaIUK, 3aB€JOMO MpeIHAa3HAYECHHbIX IS
HECAaHKIIMOHUPOBAHHOTO  YHUYTOXKEHUS, OJIOKUPOBaHUS, MOJAUDUKAIIH,
KOIUPOBAHMS KOMITBIOTEPHOM HWH(MOpPMAIMU WM HEUTpaau3aluu CPeCcTB
3alIUThl KOMIIBIOTEPHOU HHGOPMAITUH;

e Hapymienue mnpaBmil SKCIUTyaTalldd CPEICTB XpaHEHHs, OOpaOOTKU WIH
nepeayu oOXpaHseMoil KOMIbIOTepHON nHpopMaIu 1100 HHHOPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETe W OKOHEYHOTO OOOpYAOBAaHMS, a TaKkKe
OpaBWwJI J0CTyna K WH(GOPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIM — CETSIM,
MOBJIEKIIIEE  YHUYTOXXKEHHME,  OJOKMpoBaHHWe,  Moaudukamuioo  J1ubo
KONUPOBAaHKE KOMIBIOTEPHOU MHPOpMaLIUU, IPUIMHUBILEE KPYITHBIN yiiepo.

Anvunuctpatop cetu MCIIJIH HeceT OTBETCTBEHHOCTh 3a BCE JICMCTBUS,
COBEPIICHHBIE OT UMEHHU €T0 YYETHBIX 3alUCEH WM CUCTEMHBIX YUYETHBIX 3aIUCEH, €Cu
HE JI0Ka3aH (haKT HECAHKIIMOHUPOBAHHOTO HCIIOJIH30BAHUS YUETHBIX 3aMUCEH.

[Tpu Hapymenusix nons3oBatensmu MCIIIn npaBus, cBA3aHHBIX ¢ 0€30MACHOCTHIO
I1/TH, OHU HECYT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO AEHCTBYIOIINM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanum.
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